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HP Secure Erase for Imaging
and Printing

Abstract:

To meet the needs for higher levels of print and imaging security, HP has
implemented a storage erase feature which meets the U.S. Department of
Defense 5220-22.M requirements for clearing storage media when the
administrator selects certain options and uses supported devices. This
paper describes the capabilities of HP Secure Erase and related
information.
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1 Introduction

To meet the needs for higher levels of print and imaging security, Hewlef-Packard created HP
Secure Erase technology for Imaging and Prinfing. This capability allows the administrator fo
select how dafa is erased from storage devices, including print, scan, fax, and copy jobs.
Several levels of erase security are provided. The capability is provided as a standard feature on
supported HP multifunction peripherals (MFPs), digital copiers, and printers when used with HP’s
Web Jetadmin (available separately).

HP Secure Erase technology provides a choice of three different modes of erase security, each of
which can be configured by an administrator and may be protected from unauthorized changes
with a password. The three erase security modes are:

e Secure Sanitizing Erase mode: Conforms to the U.S. Depariment of Defense 5220-22.M
specification for deleting magnetically stored data. Secure Sanitizing Erase uses multiple data
overwrites to eliminate frace magnetic dota and also prevents subsequent analysis of the hard
disk drive’s physical plafters for the refrieval of data. For an explanation of the erase
algorithm implemented, see Section 4, Specifications.

e Secure Fast Erase mode: This mode completes the erasure faster than Secure Sanitize mode.
Secure Fast Erase mode overwrites the existing data once, and prevents software-based
“undelefe” operations on the data.

e Non-=secure Fast Erase mode: The quickest of the three erasing modes, , Non-secure Fast
Erase mode marks the print job data as deleted, and allows the MFP’s operating system to
reclaim and subsequently overwrite the data when needed.

HP Secure Erase technology is applied in two different ways to remove data from sforage
devices.

e Secure File Erase erases files on a continuous basis as soon as they are no longer needed
fo perform the requested function.

e Secure Storage Erase removes all non-essential data from sforage devices in a manor
consistent with preparation for decommissioning or redeployment. This operation can be
initiated on demand or scheduled for a later date and time.

2 Data Affected

All data removed from the system by a delefe operation is erased using the acfive erase mode
(Secure Sanitizing Erase, Secure Fast Erase, or Non-secure Fast Erase) including temporary files
created during the print, scan, fax, and copying processes. User initited delete operations,
including Stored Jobs and Proof and Hold Jobs delefed through the “Refrieve Job” menu, are also
removed using the active Secure Erase mode.

In contrast, the Secure Storage Erase operation will erase stored files even though they have not
been refrieved.

The HP Secure Erase features will not impact data sfored on:

e Flash-based non-volatile RAM that is used fo sfore default printer settings, page counts, efc.
o A system RAM disk (if utilized).

e The flosh-based system boot RAM.
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Changing the erase mode (Secure Sanitizing Erase, Secure Fast Erase, or Non-secure Fast Erase),
does not overwrite previously stored data on the disk, nor does it immediately perform a full
Secure Storage Erase. Changing the erase mode dictates how the MFP erases data after the
erase security mode has been changed.

3 Default Setting

Prior to the introduction of Secure Erase technology, all HP MFPs used a method similair fo the
Non Secure Fast Erase method for file delete operations. With the infroduction of HP Secure
Erase technology, Non Secure Fast Erase becomes the default erase mode on supported devices.

4 Specifications

HP’s Secure Sanitizing Erase mode, supported on all the devices described in Section 8, meets
the U.S. Department of Defense 5220-22.M overwrite algorithms for overwriting disk files. Using
a succession of multiple data overwrites, including the validation of the success of those
overwrites, Secure Sanitizing Erase mode can prevent the subsequent physical analysis of the
hard disk drive’s media for recovery of data. Each byte of file data is overwritten with:

e the fixed character pattern (binary 01001000).
e the compliment of the fixed character pattern (binary T0110111).

e a random character:

0 A 32k byte buffer of random characters is generated for each file delefe operation using
the device’s unique uptime as the seed.

0 Each byte of file data uses a unique random character from the buffer.

0 The random character buffer is reused up to 32 times, and then regenerated using new
random data.

To ensure successful complefion of the write operation, each overwritten byte is verified.

5 Common Usage Environment

The most common scenario under which administrators will use HP Secure Erase for Imaging and
Prinfing is when devices are being used in a highly secure environment. If the administrator
configures the MFP for Secure Sanitizing Erase mode or for Secure Fast Erase mode, then dafa is
overwritten on an ongoing basis when a job is completed.

6 User Interface

Secure Storage Erase seftings within HP Web Jefadmin can be accessed for supported devices in
one of two modes: single device or multiple devices. To configure the Secure Storage Erase
seffings for a single device, select Configuration from the device drop-down menu, then select
Filesystem from the Configuration Categories menu (Figure 1).

Note: The following illustrations from HP Web JetAdmin version 8 are also applicable to HP Web
JetAdmin version 10.
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Figure 1 — Secure Storage Erase seffings within Filesystem settings page.
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File Systems
Password field

The Set File System Password fields allows for typing the file system password. A file system
password must be present on the device in order fo change Secure Storage Erase settings. If a
password is not present on the device, a message stating “Error: password values must be
specified,” is displayed when changes are attempted.

Device Configuration: HP LaserJet 4345 MFP - 15.1.50.252

Configuration -] cof )

Storage Device

_—" {0 Erase

Configure Schedule Save/Load Stere
Devices Configuration Configuration Credentials
HP Web Jetadmin Device Configuration
Configuration v 5 | =
Hard - 19535008 |_

Categories dick Read-Write |, o |:9 mins
Device -
Fax Other |gead-write (1008 KB [« 1 min
Cigital Sending media

Embedded Web Server
Filesystem

Network

Security

™ =et File System Password 2l:

File System Password:  [eessee
Confirm File System [somewe. |
Password:

Set Secure File Erase Mode Bl:

Secure File Erase [Semure Sanitizing Erase 5] /
M Secure Sanitizing Erase =
Configure

™ Select a1l

_—

Figure 2 — Secure Storage Erase Settings in HP Web Jetadmin

Configure the following additional seffings:

e Select Storage Device to Erase - either Hard Disk or Other Media must be selected.

Secure File
Erase Mode

e Secure File Erase Mode (for Secure Storage Erase Mode) options include Non-secure Fast
Erase, Secure Fast Erase, and Secure Sanitizing Erase. Default is Non-secure Fast Erase.
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To minimize the time it fokes to perform configurations, HP Web Jetadmin also allows for sefting
Secure Storage Erase features on many devices simultaneously. Merely highlight the desired

devices from the All Devices list or a group of devices, select Configuration from the drop-down
menu, then select Filesystem from the Configuration Categories menu. Configure the seffings as

you would for a single device. (Figure 3).

Multiple Device Configuration

Device Model Subset: [All Device Models in List = Select All
Device Model | Hardware Address. | Part | IP Address | IPX Name |

HP Laser.Jet 4345 MFP  001185FCC10E 1 15.1.50.252  HPID9553F =
HP Laser.Jet 9000 MFP  0DD1EG725B56 1 15.1.146.54 NPI725B56 B
1| | ;H

Displaying 2 of 2 Possible Devices

Configure Schedule Save/Load Stor:
Devices Configuration Canfiguration Credentials

HP Web Jetadmin Device Configuration

Configuration
Categories

¥ secure Storage Erase B

: ¥ Hard disk
Select storage device to erase:

™ other media

™ et File System Password 2:
File System Password: ooouo‘
g::‘g:rnn,;.”e System Saaaaa

[ select all Configure

Figure 3 — Selecting Multiple Devices and Using the Device Tools Menu

Note:

The Secure Erase seftings for the HP CM8050,/8060 Color MFP in HP Web Jetadmin 8.1 are

located in the Security menu under Configuration.

|
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Secure file Erase and Secure Storage Erase settings can be accessed within an MFP’s Embedded
Web Server (EWS) for supported devices. To configure the Secure Storage Erase seftings for a
single device, select the Seffings Tab, then select Security from the left menu (Figure 4).

Security /
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A

invenr
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Edit Other Links
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Date & Time
Sleep Schedule
Tray SizesTypes

HP LaserJet M4345 MFP Series

Security

Help

HP Jetdirect Security Configuration Wizard

Click the HP Jetdirect Security Configuration Wizard button below, and configure the seftings that appear. Be sure to come hack to
this page to configure the settings on the Configure Security Settings page (see the Configure Security Settings button below).

HP Jetdirect Security Configuration Wizard |

Configure Security Settings

Once the Jetdirect Security Configuration is complete, click the Configure Security Settings button, below, and configure the
settings that appear.

Configure Security Settings I

Perform Secure Storage Erase

/

Other Links
hp instant support
Shop for Supplies

Click Perform Secure Storage Erase to delete data permanently on the selected items. Performing a Secure Storage Erase can

take more than 2 hours, depending on the size ofthe media and the Secure File Erase Mode chosen. During this time the device

will not be accessible

Varning: Ferforming a Secure Storage Erase will cause the MFF to restart. All data and applications on the storage devicels| you
e e completely destroyed. Click Help for mare infarmation

{Hard Disk
Perform Secure Storage Erase |

o

Product Support

Status of Security Settings

Figure 4 — Secure Storage Erase settings within EWS Security page.

The Secure File Erase Mode and File System Password seftings are accessed by selecting the
Configure Security Settings menu button (Figure 4).

Information Settings U Digital Sending ” Networking ]

Configure Device
E-mail Server
Alerts

AutoSend

Security

Authentication Manager

LDAP Authentication

Kerberos Authentication
Device PIN Authentication
User PIN Authentication

Edit Other Links

Device Information

Language

Date & Time
Sleep Schedule
Tray Sizes/Types

Product Support

Configure Security Settings

Hel

Each section below contains 3 category of security settings for the MFP. The recommended settings are in the Help link, but you
should configure settings accerding te the needs of your netwark. Click Help for detailed instructions and HP recommendations

Be sure to click Apply at the bottom of the page to complete your configurations. Mone of the configurations will be complete until
yau click Apply

File System Password

Configure the File System Passward using 8 or fewer characters:

&

0Old Password
Mew Password

Mot Configured

Verify Password

|
File Erase Mode

Selectthe File Erase Mode optien for the lavel of security atwhich you want files erased

NOTE: The File Erase Mode setting is available only after the File System password is configured. The MFP will require the File
System Password to make changes to the File Erase Mode setting.

5]

Non-Secure Fast Erase
& gecure Fast Erase
" Secure Sanitize Erase

Figure 5 — Configure Security Seffings menu

In the Configure Security Settings menu, the Set File System Password fields and File Erase Mode
seffings are accessible (Figure 5).

Configure Security

Settings menu

Secure Storage
Erase
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7 Impact to Performance

The HP Secure Erase feature does not affect printing and typical copying including simplex,
duplex, enlargements, reductions, and n-up printing. Non-secure Fast Erase is the fastest mode
and is the default seffing. Secure Fast Erase is slower than Non-secure Fast Erase because the
stored data is overwritten. Secure Sanitizing Erase is the most secure mode, but requires multiple
overwrites of disk dafa and, therefore, results in the most impact to performance. Actual
performance impacts will vary.

8 Availability

Devices that support Continuous, On Demand, and Scheduled Secure Erase include:
HP Color LaserJet CM3530 MFP
HP Color LaserJet CM6030,/6040 MFP
HP LaserJet M3035 MFP
HP Laseret M5035 MFP
HP Color Laseret 4730 MFP
HP Color LaserJet CM 4730 MFP
HP Color LaserJet 9500 MFP
HP Laserlet 4345 MFP
HP LaserJet M4345 MFP
HP Laserjet 4250/4350
HP Laseret 9040,/9050 MFP
HP laserlet MQ040/M9P050 MFP

Devices that support only Continuous Secure Erase (not On Demand or Scheduled) include:
HP Laser]et 2400 series
HP LaserJet 4100 MFP/Q000 MFP/Q000L MFP (with firmware revision 03.779.0 or

greater)

Devices that support only On Demand or Scheduled (not Contfinuous) include:
HP CM8050 Color MFP with Edgeline
HP CM8060 Color MFP with Edgeline
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9 Questions and Answers

1. Question: Can HP Secure Erase be accessed through the Embedded Web Server or via the
MFP control panel?

Answer: Access to HP Secure Erase is controlled through HP Web JetAdmin 8.1 which is
available separately.

2. Question: Where can HP Web Jetadmin be downloaded?

Answer: HP Web Jetadmin can be downloaded free from:
www.hp.com/go/webietadmin

10 Acronyms
MFP: Multifunction peripheral.

RAM: Random access memory.
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